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ACCEPTABLE USE AGREEMENT
DIGITAL NETWORK CODE OF CONDUCT AGREEMENT

Acceptable Use Agreement

This Agreement is to be signed by the student and parent.
When | use technology, both at school and at home, | have responsibilities and rules to follow. | agree to:

(i) be asafe user whenever and wherever | use that technology.

(i) be responsible whenever and wherever | use technology and support others by being respectful in how I talk to and work
with them and never write or participate in online bullying. This includes forwarding messages and supporting others in
harmful, inappropriate or hurtful online behaviour.

(iii) reportto an adult if | feel unsafe or uncomfortable online or see a friend being unsafe or being made to feel uncomfortable
by others.

(iv) Hand over my Device to a technician or teacher, with the possibility of the Device being kept overnight either because of
failure to agree with terms and conditions of this Agreement or for servicing during the term or the school holiday period.

When at school | agree to:

(i) behave in a way outlined in the College’s Digital Network Code of Conduct Agreement when online or using mobile
technology.

(ii) keep myself and my friends safe by not giving out personal details including full names, telephone numbers, addresses and
images and protecting my password.

(iii) use an ‘online name’ and avatar when sharing my work online.

(iv) use technology at school for learning, use the equipment properly and not interfere with the work or data of another
student

(v) not bring in or download unauthorized programs or files

(vi) not go looking for rude or offensive sites

(vii) remember that the content on the web is someone’s property and ask my teacher/parent to help me get permission if |
want to use information or pictures

(viii)think carefully about what | read on the Internet, question if it is from a reliable source and use the information to help me
answer any questions (I should not copy and paste the information as my answer).

(ix) talk to my teacher or another adult if:
a) I need help online
b) lam not sure what | should be doing on the internet
c) | come across sites which are not suitable
d) someone writes something | don’t like, or makes me and my friends feel uncomfortable or asks me to provide

information that | know is private

e) |feel that the welfare of other students at the school is being threatened

Digital Network Code of Conduct Agreement

Introduction

The Hume Central Secondary College Digital Network refers to:
=  College Intranet: Local school network, available during College hours
= College Extranet: Website and external remote access to the College network
= Internet Access: for all College members.
*  Fixed Computer Workstations
= 1:1 Personal Device computers
=  Teacher Notebooks
= Digital Learning technology: Interactive TV—whiteboards— projection Devices, Cameras, Camcorders, Software etc.

The College Digital Network is to be used in a responsible, ethical, efficient and legal manner and in accordance with the School’s
Educational Aims and Policies.
This Code applies to ALL College Members
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Access to the College Digital Network
*  Your USERNAME will be your enrolment ID (CASES21 ID).

=  Your password will be the password you assign to your device. A default password will be assigned to you. You will
be required to change it when you receive your device.

= Onceyou receive your device you will get:
o Apersonal Home drive (H:\) for data storage on inside the College Intranet
o Accesstothe Internet
o Your own College email account

Student Notebook Users
Users need to complete a separate Agreement in relation to the Lease and Responsibilities associated with these digital Devices.

Internet Access inside the College Intranet
(i) The College internet is provided by iiNet.
(ii) Internet is free to use and a fair use policy applies.
(iii) Misuse of this resource will result in you being banned from the internet.

Printing guidelines

The College may, at its discretion, apply costs associated with and to printing. Users will be notified by email of the current College
Policy in relation to printing costs if they apply.

Digital Network Access User Expectations and Responsibilities

Any violations means: you will be suspended from the Network.

Users MUST NOT:
=  Give your username and password to ANYONE (not even teachers)
* Loginto more than one computer at a time as you will be LOCKED OUT of the system
*  Vandalize or deface digital equipment
=  Open or attempt to repair computer equipment
= Logon to the Network or Internet using another student or Users details
* Interfere with the system by deleting, adding or editing data or files (except within your own home drive).
=  Store content which is inappropriate offensive or in violation to Department Of Education and Training Policies

If you observe a security breach, system fault, virus, hardware issue or any other problem you must report the matter directly to
the Campus Technician or Network Administrator.

Violation of any of these above issues may result in the cancellation of network access rights and other disciplinary action
as considered appropriate by the Principal.

Each user will bear FULL responsibility for his or her individual web site access as provided via the school’s Internet Service
Provider (ISP):
= Uploading and publishing of personal contact information other than a link to a school email address is forbidden
=  Uploading and publishing of a personal photo or the photos of any member of the school community (unless written
permission is obtained and lodged with the school Principal, is forbidden
= Users need to be mindful of copyright and privacy laws when publishing content on the Open Internet.

No users are to infringe copyright
Using another person’s work and claiming it as your own is plagiarism and is illegal. If you use something from a site on the
Internet, you must acknowledge the owner of the work and indicate the URL (Internet Address) of the source of the information
Students cannot borrow or operate Digital equipment (e.g.: Interactive TV’s, cameras etc.) without Teacher approval or
supervision
Users must NOT place unnecessarily heavy demand on network resources:
= Must not log on to CHAT sites, unless arranged by their teacher as a class activity.
= No storing of the following file types on Home drives
e .exe games
o Non MS Office files other than (.jpg, .gif, .omp, .pdf, .mp3, .tiff)

e Games
e File sharing programs
e VPNs

e« NB. If detected these files will be deleted from the Home Drive, and 1 month ban from using the network.




